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HB 1005

Brief Description: Requiring a commercial web site that collects personally identifiable
information to post a privacy policy.

Sponsors: Representatives Morris, Chase, Green, Hasegawa, Upthegrove, Williams, Hudgins
and Moeller.

Brief Summary of Bill

* Requires owners of commercial web sites or online services to post a privacy policy.

Hearing Date: 1/26/09
Staff: Kara Durbin (786-7133)
Background:

There are a number of federal laws with respect to privacy. These laws often apply to specific
industries (such as banking, health care, or communications) or to specific types of information
(such as financial information, credit reports, or health care information). Generally, these laws
define how governmental and commercial entities can collect, disclose, and use information. In
addition, the Federal Trade Commission Act prohibits unfair and deceptive trade practices and
authorizes the Federal Trade Commission (FTC) to bring enforcement actions against violators.

Many commercial web site operators voluntarily post a privacy policy on their web site, which
describes how their consumers' personal information is collected, used, and shared. In recent
years, the FTC has brought several enforcement actions against commercial web site operators
who have failed to follow the policies outlined in their privacy statements.

In 2003, California passed the "California Online Privacy Protection Act," which requires
owners of commercial web sites to post a privacy policy. Nebraska and Pennsylvania also have
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laws related to online privacy policies, both of which prohibit making false or misleading
statements in a privacy policy.

Summary of Bill:

An operator of a commercial web site must conspicuously post a privacy policy on its web site if
personally identifiable information is collected through the internet about a Washington resident.

A privacy policy is considered to be conspicuously posted if made available through:

* aposting on a web page, if the web page is a home page or the first significant page upon
entering the web site;

* an icon that hyperlinks to a webpage upon which the privacy policy is posted, if the icon
includes the word "privacy;" or

* atext link that hyperlinks to the privacy policy if: (a) the text link is on the home page or
on the first significant page upon entering the web site; (b) the word "privacy" is included
in 10-point font size or larger; and (c) the text link is set off from surrounding text by
symbols or other identifying marks.

An operator of a commercial web site must make its privacy policy reasonably accessible to
consumers of an online service, if personally identifiable information is collected.

The privacy policy must contain the following features:

* alist of categories of personally identifiable information the operator collects;

* a list of categories of third parties with whom the operator may share personally
identifiable information;

* a description of the process, if any, by which the consumer can review and request
changes to his or her personally identifiable information collected by the operator;

* a description of the process by which the operator notifies consumers of material changes
to the operator's privacy policy; and

* the effective date of the privacy policy.

An operator of a commercial web site or online service is in violation of this section if the
operator fails to post its privacy policy within 30 days after being notified of non-compliance by
the Attorney General's Office.

A violation of the bill is a violation of the Consumer Protection Act.

The term "personally identifiable information" includes any of the following information about a
consumer:

e a first and last name;

* a home or other physical address;

* an e-mail address;

* an internet protocol address;

* a telephone number;

* asocial security number;

* any other identifier that permits physical or online contact with a specific individual;

* any information collected from the user and maintained in personally identifiable form in

combination with other personally identifiable information.
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Appropriation: None.
Fiscal Note: Not requested.

Effective Date: The bill takes effect 90 days after adjournment of the session in which the bill is
passed.
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